
How did Dixon ILHow did Dixon IL 
become thebecome the 

Vi ti fVictim of 
b l ?Embezzlement?
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PerceptionsPerceptions

Smart 

Generous Liked

Trusted



>$53 000 000>$53,000,000 



Di ’ A l B d tDixon’s Annual Budget

Operating = $9 000 000Operating  $9,000,000

All Funds =$23,000,000
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Two methods of Theft:

1)Skimming-“Money lying g y y g
around”

2)Billing-Fictitious ) g
construction invoices



Annual Theft by Type
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Skimming
FY09 - FY12FY09 - FY12

Damage Reimbursement 1,075.00 
Insurance Claims 2 322 00Insurance Claims 2,322.00 
Ins Premium Rebate 71,172.00 
Med Ins Pool Rebate 74,274.27Med Ins Pool Rebate 74,274.27 
Overpay Refunds 6,942.00 
Road Salt Sale 8,000.00 ,
Stop Loss Reimbursement 13,892.98 
Customer Reimbursement 29,062.11 
Contracted Waste Treatment 236,351.05 
Unknown 13,540.17 

456,631.58 



•Dixon Water Department

•IDOT/State of Illinois



Dixon IL Water Dept Capital Project Sheet



Fake Water Department Invoice



FY09 Fictitious Projects
P j C A FY09 AProject Contract Amt. FY09 Amt. 

Rt. 26/ Tollway Intersection 3,896,500 1,635,000 / y , , , ,

Rt. 26/ Tollway Intersection 1,653,403 185,000 

Toll Booth Demo/Relocation 4,715,000 1,264,000 

S h 2 000 2 000South Hennepin 275,000 275,000 

S. Galena Resurface 945,500 945,500 , ,

Traffic Signal Update 1,359,000 1,359,000 

5,663,500 



FakeFake 
IDOT 

In oiceInvoice



Real 
IDOT 

InvoiceInvoice



Sister Cities CheckingSister Cities Checking 
Account

Used between 1988 and 1990

Co-mingled stolen with legitimate funds

$54,000 



RSCDA Checking AccountRSCDA Checking Account

“R S C i l D l“Reserve Sewer Capital Development 
Account”

Opened in 1990

Not Recorded in General Ledger

RSCDA statements were “hidden” 
from bank reconciliation stafffrom bank reconciliation staff
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Cash Transfer Example
IL Funds

$231,908 4/11/2011

Sales Tax Checking Account
$231 000 4/12/2011

$231,908 4/11/2011

Corporate Checking Account
$228 000 4/12/2011

$231,000 4/12/2011

Capital Development Checking Account
$200 000 4/12/2011

$228,000 4/12/2011

RSCDA Checking Account
$200 000 4/12/2011

$200,000 4/12/2011

$200,000 4/12/2011





Lies and Deceptions







Dixon IL FY12 General Budget
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Dixon IL FY12 Capital Budget



hlMonthly 
Reports







Annual ReportsAnnual Reports







Discoveryy

l k d hCity Clerk requested the 
bank statements bebank statements be 

faxed

hFBI- 7 months



Cash Larceny

Reigister Disbursements

Payroll

Cash on Hand

Cash Larceny

Non Cash

Check Tampering

Payroll

b

Skimming

Non Cash

Billing

Expense Reimbursements

0% 5% 10% 15% 20% 25% 30%



Other
IT Controls

N itifi d b P li
Surveillance/ Monitoring

Confession

Document Examination
External Audit

Noitified by Police

I t l A dit
By Accident

Account Reconciliation

Tip
Management Review

Internal Audit

0% 10% 20% 30% 40% 50%



Lack Lines Authority

Lack Employee Fraud Educ

Other

Lack Competent Ee w Oversite

Lack Independent Checks

Lack Management Review

Poor Tone at Top

Lack Internal Controls

Override Internal Controls

0% 10% 20% 30% 40%



Hotline:Hotline:
Anonymous/ Confidential
Thi d P tThird Party

Fraud Awareness Training:
Management and EmployeesManagement and Employees
Behavior Red Flags




