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Where is the risk?

 Industry of victim organizationsIndustry of victim organizations
 Banking and Financial Services 17.8%

 Government and Public Government and Public  Government and Public Government and Public 
Administration 10.3%Administration 10.3%

 Manufacturing 8 5% Manufacturing 8.5%

 Health Care 7.3%

 Education 5.9%

 Retail 5.6%
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Charlton Fire District

 Residents question Supervisor…about hikes in annual fire 
tax levy…doubled in 6 years.

 There was “Virtually no oversight”

 Improper payments were over $500,000

 Wrote checks and made electronic deposits into personal 
account from fire district account



Center Township

 CFO setup personal account with local bank

 Deposited check for $343k drawn from township funds after 
creating a false invoicecreating a false invoice

 Check made out to “Treasurer of State” in the accounting 
software.

 Transferred money to other places to help purchaseTransferred money to other places to help purchase

 $500k Home in local town

 Pickup truck

 Child’s college Child s college

 Necklace in the Cayman’s

 Salaried but took overtime/comp time/paid time off outside 
of township rules.p



Moro Township

 Township Supervisor from 2001 through 2010

 “Borrowed” money starting as early as 2003 to make personal investment 
with large return promised

 Wrote checks to himself for “office expenses”

 Audit revealed $700,000 taken

 Sentenced to 6 months in halfway house  20 months home detention and 30  Sentenced to 6 months in halfway house, 20 months home detention and 30 
months probation

$ Also required to pay $1,000 per month in restitution







Dixon  ILDixon, IL

 Sole signatory on accounts Sole signatory on accounts

 Other employees had little access to general ledger

 Caught after extended vacation





Lessons Learned the Hard WayLessons Learned the Hard Way

 Perception

 Carte Blanche latitude given to perpetrators

 Perpetrators thought they could get away with it

 Embarrassment

 Insufficient fund noticesInsufficient fund notices from bank should not be the first  Insufficient fund noticesInsufficient fund notices from bank should not be the first 
time activities are reviewed

 Reading about crimes in the newspaperReading about crimes in the newspaper should not be when 
behaviors are discovered

 Annual auditAnnual audit should not be the only time transactions are 
tested or reviewed

 Z…



Perception

“…the stronger the perception stronger the perception that theft would 
b  d t t d  th  l  th  lik lih dl  th  lik lih d th t th  be detected, the less the likelihoodless the likelihood that the 
employee would engage in deviant behavior.”

Theft by Employees, Hollinger and Clarkf y p y , g

“…the greatest deterrent greatest deterrent to the fraudster is the 
idea that he will be caughthe will be caught, not the threat of 
punishment by his employer.”

2012 Fraud Examiners Manual



Focus Efforts on These Areas First

 Bank Reconciliations

 Deposits in Transit

 Outstanding Checks  Outsta d g C ec s 

 Old Checks

 Checks with peculiar amounts

 Below approval threshold Below approval threshold

 Anomalies



Focus Efforts on These Areas First

 Cash
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Focus Efforts on These Areas FirstFocus Efforts on These Areas First

 Cash

 Petty cash

 Cash drawers

 Checks Checks

 Signatories

 Signature stamps

 Check registers

 Board review and approval

 Credit Cards C ed t Ca ds



Common Sense AlternativesCommon Sense Alternatives

 Easy and Inexpensive steps

 Diagram the process so you know where common sense 
h g    changes can occur 

 Reduce the number of credit cards

 Build in upfront restrictions on credit cards

 Put a CCTV camera on the cash

 Get rid of petty cash



Common Sense AlternativesCommon Sense Alternatives

 Easy and Inexpensive steps

 Have superior initial bank reconciliations

 Help superior understand what B/R is showing them

 Use Positive Pay with your local bank

 Use horizontal analysisUse o o tal a alys s

 Miscellaneous expenseMiscellaneous expense

 Office Office suppliessuppliespppp



Common Sense AlternativesCommon Sense Alternatives

 General Reports

 Check Registers

 Adjustments/Write-offs

 Bank Reconciliations

 Initials

 DIT’s

 O/S Checks

 Changes Listing Changes Listing



Common Sense AlternativesCommon Sense Alternatives



Common Sense AlternativesCommon Sense Alternatives

 Benford’s Law

First First DigitDigit
DigitDigit ActualActual ExpectedExpected Expected %Expected %DigitDigit ActualActual ExpectedExpected Expected %Expected %

11 632632 521.03521.03 30.10%30.10%
22 291291 304.66304.66 17.60%17.60%
33 212212 216.38216.38 12.50%12.50%33 212212 216.38216.38 12.50%12.50%
44 165165 166.18166.18 9.60%9.60%
55 114114 136.75136.75 7.90%7.90%
66 8989 115.98115.98 6.70%6.70%66 8989 115.98115.98 6.70%6.70%
77 106106 100.40100.40 5.80%5.80%
88 6161 88.2888.28 5.10%5.10%
99 6161 79.6379.63 4.60%4.60%99 6161 79.6379.63 4.60%4.60%



Common Sense AlternativesCommon Sense Alternatives

 Benford’s Law
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