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 Introduction
 Tabletop Exercise
 Questions



“Failing to plan is planning to fail”

- Alan Lakein
Author – “How to Get Control of Your Time and 

Your Life”

http://www.brainyquote.com/quotes/quotes/a/alanlakein154654.html#QuIMC21GyCFPzgWM.99



“Everyone has a plan 'till they get punched in 
the mouth.”

Mike Tyson-Mike Tyson

http://www.brainyquote.com/quotes/authors/m/mike_tyson.html#x1ORyvbXEzYzfgSl.99



 Exfiltrate – This means data has left the 
private network by means of a malicious act 
or breach

 Phishing A scam typically by mass Email to Phishing – A scam, typically by mass Email to 
gather information from an unsuspecting 
victimvictim

 Spearphishing – Using Phishing tactics 
targeting a specific business or industry



 IP Address – Internet Protocol Address, an 
address given to each device on the network

 Credentials – login information such as 
username and passwordusername and password

 ERP – Enterprise Resource Planning, business 
management software that collects storesmanagement software that collects, stores, 
and manages business activities



 MS-ISAC – Multi-State Information Sharing & 
Analysis Center 

The mission of the MS ISAC is to improve theThe mission of the MS-ISAC is to improve the 
overall cyber security posture of state, local, 
tribal and territorial governments.g



On Friday, September 11, 2015, Hill Valley 
employees are scheduled to be paid.  Check 
stubs are received by the employees, but later 
in the morning Jennifer Parker the payrollin the morning Jennifer Parker, the payroll 
specialist, receives a call that an employee has 
no deposit in his account.  Then another call, p ,
and another call…

Wh t i i ?What is going on?



Code Impact Description
Vuln 3 1 Intruder must apply substantial effort to 

compromise asset and exfiltrate sensitive 
data

Cat 6 4 Intruder is conducting reconnaissance 
against asset with access to sensitive data

Cat 2 6 Intruder has compromised asset with 
access to sensitive data but requires 

l lprivilege escalation

Breach 1 10 Intruder has exfiltrated sensitive data or 
is suspected of exfiltrating sensitive data 
based on volume, etc.

















 Resolution… until the next time.



 Marc Thorson
mthorson@gmisillinois.org

 Brian Johanpeter
bjohanpeter@gmisillinois orgbjohanpeter@gmisillinois.org

 www.gmisillinois.org


